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Abstract: There is an increased use of public e-services integrating citizens into public administration through electronic
interfaces. On-line interaction among public organizations and citizens is one core relation in e-government that hereby
becomes embedded into daily practices. A safe entry into e-governmental systems is essential for security and trust in the
e-governmental systems and schools as well as public services in general. This paper addresses how electronic
identification has been used for access to public e-services in schools in a Swedish municipality. This paper draws on a
case study of use of ICT platforms in education administration in order to study the implementation of secure login process
and factors that may have implications upon trust in-and legitimacy of public e-services at local e-government level. Besides
describing the implementation process and analyzing security and organizational arrangements connected to the use of the
platform, the paper address the argument that secure identification tools are essential for increased use of e-services and
lead to greater legitimacy of the public (e)services. The analysis focuses on information security, organization set-up and
potential development of the platforms, contributing with empirical findings and conceptual applications. A key finding was
that the organization of identification and access to public e-services seemed highly dependent of the organizational
structure of the public schools. The more general implication of the findings was that safe and well organized identification
systems that were considered as trustworthy and useful among citizens were essential for increased use of the services
and legitimate public e-services in general.
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here is no doubt any more that information technologies and Internet affect how
governmental authorities, organisations and citizens interact. E-government has become a
pervasive reality in which society is governed and organized. Citizens’, companies’ and other
societal actors’ expectations of 24-hour, fast, efficient and flawless governmental and public
services are high (Evans & Yen, 2005). These are matched by goals and strategies for governing
using information and communication technologies in response, and have led to the emergence of
‘information government’ (Mayer-Schönberger & Lazer, 2007), ‘virtual state’ (Fountain, 2001) or,
more commonly, e-government.
The Swedish Government has an extensive policy on e-government and so do most local
governments as well. The main aim of the national e-government policy is to make on-line public
services and administration as simple as possible for as many as possible to exercise their rights
and obligations and take part of governmental services. The policy for e-government has been
further developed in a Digital Agenda (2011) that focuses on the citizen’s needs of interaction with
the government and emphasizes the importance of transparency, quality, efficiency and innovation
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of governmental and public services, as well as the need for cooperation between the
governmental agencies at different levels of government (Ministry of Enterprise, 2011).
th

th

Being ranked as 7 among the leaders of e-government development in the world and 5 in
Europe (United Nations, 2012), 74% of the Swedish governmental agencies provide about 640 eservices for the citizens. The introduction of electronic identification (eID) in accessing these
services is advancing rapidly, 20% of the e-services require identification by eID/BankID, while still
59% of the e-services require identification by id and passwords, 15% of the services require esignature (E-Delegationen, 2011).
A critical issue for further development of extensive and integrated e-government is citizen
identification and security connected to use of governmental e-services that aims to build trust and
legitimacy. Identification is a crucial part in all relations and it becomes even more important as
societies develop into more complex, integrated and globalized networked relations (Giddens,
1990). But the risks in the settings of the digitalized society are also high (Beck & Ritter, 1992;
Castells, 1996, 2011). At the same time, electronic identification is essential for providing public eservices that are individual and related to the individuals’ personal information (Axelsson, Melin, &
Lindgren, 2013b; Söderström & Melin, 2012; Taylor & Lips, 2008). All this said, however a recent
survey on Swedish population use of IT has revealed that information security was not ‘high on the
1
agenda’ when it comes to the user-behaviour. According to the survey 95 % of the respondents
did not use any service to anonymize their computers and almost everybody (97%) used
passwords. However 94% saw some kind of risk in using internet, with the highest being personal
data being accessed by unauthorised people (SIFO, 2012; Statistics Sweden, 2013).
Legitimacy of government based on citizens’ trust in state institutions and agency has been an
issue for political science research for decades (Easton, 1957). Legitimacy of governments is
essential, but it has to be further developed in the e-government context and there are demands
for new approaches due to changing technological and organisational arrangements characterising
the technological society of today (Wihlborg, 2014). In citizen-government relations the
identification confirms citizenship and thereby it gives access to welfare and social services. This is
at the core of e-government (Heeks & Bailur, 2007). In an increasingly digital society where egovernment develops and becomes more integrated into citizens’ daily practices and activity
patterns there is a need for safe and trustworthy arrangements of identification. The Swedish
welfare state has been enjoying a high level of legitimacy due to the close communication between
citizens and public service through indispensable and high quality services (Kumlin & Rothstein,
2005) and this now has to be enforced even in relation to e-governmental arrangements.
Security of personal data emerges as an important issue when the interaction between citizens
and governmental agencies is increasingly carried online though diverse e-services. Citizen’s trust
in e-government and its connection to the security of personal data stored in- and handled through
technologies is an important question for researchers, policy makers and technology developers.
More recently, the importance of trust and safety has been emphasized in policies and design of
eID, along with the need to analyze its practical outcomes and how it is embedded into
organizational practices (Melin, Axelsson, & Söderström, 2013; Söderström & Melin, 2012).
This paper analyses the introduced issue on safe log-in to e-governmental services through a
case study in the education area in Sweden, at local government level. Education, up until the age
of fifteen is compulsory and free in Sweden. The national government regulates and funds all
education. But the schools are managed by the municipalities. In line with new public management
models, private companies and foundations can also run schools. These schools are called as
‘free schools’ and provide education at all levels and follow the same laws and regulations as the
public schools and they get the same public funding as schools managed by the municipality. The
municipality has the main responsibility to allocate pupils and resources also to the free schools.
Hereby, the schools make up an essential part of the local government service to citizens. There is
1

1000 telephone interviews were conducted.
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a long history of use of ICT in education in Sweden. The access to computers has increased
considerably, both in schools and in society as a whole in Sweden. Almost all teachers on the
upper secondary school level and two thirds of the teachers at the ground school level have
access to an individual computer. Pupils’ access to computers has doubled since 2008. But at the
same time there is a large need for competence development among the teachers concerning
security on the net and use of digital tools in teaching (Skolverket, 2013). With the new Education
Act (Government, 2009) that demands increased and systematic reporting of the pupil’s school
progression, use of ICT in education administration will probably increase.
In this context systems for secure log-in and identification become essential and have developed
as a commonly used local citizen - public authorities’ interaction. Here essential information,
including sensitive information is transferred among several actor groups. The pupil’s integrity is at
core. Teachers and parents have to communicate both about the progress of the pupils and the
general schedules in the school. Teachers also have to report to head teachers and other
administrative authorities. There is a general high demand on teacher’s professionalism, quality of
education, pupils learning target achievement and their eligibility for further education. Use of ICTsystems for teaching and administration of education has therefor developed rapidly and has
become an important aspect of public e-services in the context of e-government. We have here
chosen to focus on two ICT platforms used mostly in all schools (to different degrees) in one
Swedish medium sized municipality.
This paper draws on a case study of use of ICT platforms in education administration in order to
study the implementation of secure login process and factors that may have implications upon trust
in-and legitimacy of public e-services. Besides describing the implementation process and
analysing security and organisational arrangements connected to the use of the platform we will
also address the argument that secure identification tools are essential for increased use of eservices and lead to greater legitimacy of the public (e)services
1.1.

Aim of the Paper

The aim of this paper is to present a case study of use of electronic identification to access ICT
platforms in schools in order to analyse security aspects, organization and potential development
of the platforms. More specifically:
• The first research question refers to a case of implementation of e-government in Sweden:
• How is secure log-in actually arranged and perceived among key groups of users (administrative
staff, teachers, pupils, school principals and parents) of the ICT platforms organized in the
municipality and at the schools? (section 4)
• The case study will be analysed trough three main perspectives:
•

How is information security arranged? (section 5.1)

•

How is the organisation in the schools and the relations between the schools and home,
influenced by the use of the platforms? (section 5.2)

•

What potential for change and development are discussed among the key user groups?
(section 5.3)

• Finally, the general conclusion and discussion returns to whether there is any connection
between secure log in and increased use leading to greater legitimacy of public e-services in the
e-government context (section 6)

1.2.

Outline of the Paper

This article proceeds in several steps by introducing the methods and the sample of the case
study in section 1; by framing and anchoring the study in institutional theories and information
systems theories in section 2; by shortly presenting the two platforms, FRONTER and DEXTER,
that were the focus of the study in section 3; by presenting the experiences of the key user groups
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in section 4; by analysing information security, organisation sat-up and potential development of
the platforms in section 5; to finally provide concluding analysis of implementation challenges and
implications for the legitimacy building in section 6.
1.3.

Case Study Methods

The qualitative case study on the use of ICT platforms and secure log-in was conducted in the
Linköping municipality (150 000 inhabitants) in the framework of the nationally-funded project
‘Future Safe Electronic Identification’, funded by the Swedish Civil Contingencies Agency. We
focused both on the municipality administration, which is responsible for education and schooling,
and on the platform use at 7 schools. The sample choice was based on a preliminary mapping of
the ‘history of use’ of ICT platforms in 56 schools in the municipality, the inclusion of both public
and private schools and the inclusion of large (more than 300 pupils) and small (less than 300
pupils) schools. All 7 schools were at compulsory and upper secondary level, one of the schools
was a ‘free school’ publicly-funded but run by a private organization. 18 semi-structured interviews
and 9 focus groups, involving 55 participants (school principals (4), teachers (17), schools’ platform
2
administrators (2), pupils (13) , parents (11) and municipality officials - users of platforms (8)) were
the main sources of primary data.
The research design strived to reach key participants who could report to us about the school
organization and their experience with using the platforms FRONTER, DEXTER, SKOLA 24 and
other ICT systems in their work and studies. The school principals were key persons with an
overview of the school organization and the strategies and priorities for school development.
Beside the leadership function, the principals held administrative responsibility at the schools and
were key decision-makers with regards to allocation of resources in their respective school. The ITor FRONTER – administrators were key informants with regards to practical implementation of the
platforms and held important knowledge on their functioning and teachers’ perceptions of the
platforms. Teachers, pupils and parents were holding important information about the functionality
and usability of the platforms and could give insight about their experience with using them in their
work and in interaction with each other. In addition, local policy documents were analysed in order
to learn about the background of the processes and policy statements made both regarding these
specific systems and the municipal e-government in general.
This case study and the analysis presented here builds on an abductive approach (Alvesson &
Sköldberg, 2009). The ambition is to strive for a preformative interpretation of the case by focusing
on themes and concepts, emerging in the empirical material, that are subsequently consulted with
the existing theories, in order to return to the next level of interpretation that can eventually lead to
problematisation or further development of the theoretical concepts. The analysis is thus not
restrained by a specific theoretical framing. Instead we anchor our interpretation in a number of
theories or theoretical concepts used in political science and information systems.

2. Theoretical Framing of the Study
In this section we will present the theoretical concepts that we guide the analysis of the case
study. By this framing we defined and limited our main perspectives applied in the latter analysis of
implementation of secure login to education administration platforms and the implication of their
use upon legitimacy of public e-services. This section ends with a conclusion of the main
theoretical concepts.
2.1.

Legitimate e-Government

Legitimacy of government has been described in terms of acceptance it received by the citizens.
According to the acceptance principle, political legitimacy is built on the coherence between values
and norms among the electorate that correspond to those of the elected. Legitimacy is a two

2 Grade 9 in compulsory school and grade 1 in upper secondary school
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dimensional concept, consisting of inputs and outputs of the political system (Easton, 1957;
Scharpf, 1997, 2010). Legitimacy in this sense entails democracy, accountability and effectiveness
of governments. In terms of input to the political systems legitimacy derives from the government
decisions based on preferences of the citizens. In terms of output of the political system, legitimacy
derives from the effectiveness of goal achievement of governmental policies and activities.
Consequently, we could consider that e-government activities that are democratic and
accountable, but result in ineffective e-services, as well as effective e-services that are employed
by non-democratic and unaccountable governments will cease to be legitimate.
This view has been challenged to state that democratic, accountable and effective government
activities were not enough to build legitimacy. The quality of government activities is at least as
essential in building legitimacy as the other elements (B. O. Rothstein & Teorell, 2008). In mature
welfare states with extensive public services there has been an increased focus on the processes
where legitimacy is gained on the output side of the political system when public services are used
to improve the quality of life among citizens. Furthermore, at the input-side of the political systems
public services for welfare and other aims are primarily provided by street level bureaucrats. Street
level bureaucrats are the public servants meeting the citizens in daily interaction providing services
as for example education, care, and social services. They most often have face-to-face interaction
and frequent meetings with citizens (B. Rothstein, 2009). Through their continuous interaction they
build up trust both in personal relations and towards the governmental system as such, thereby
contributing to building legitimacy.
Hereby also public e-services have to be considered in relation to legitimacy building on the
output side of the political system. If public e-services are considered as safe and trustworthy they
will contribute to the continuous building of sustainable legitimacy (Wihlborg, 2014). We will focus
on two core aspects of legitimacy in the following analysis of secure log-in. Firstly security is a core
aspect of e- in e-government and if security issues are trustworthy among the users both in actual
and perceived terms it will contribute to legitimacy. Secondly, the organizational arrangements of
the services indicate how and by whom legitimacy can be gained.
2.2.

Security as a Core Aspect of Legitimacy

Security is a basic pre-requisite for legitimacy. Safety and security make the citizens to trust the
state in a very basic meaning. When adding “e-“ to governmental activities, new forms of security
and safety arrangements are demanded. There are two main reasons for this improved demand for
security. Firstly, there is a decreasing degree of face-to-face interaction in on-line communication
that poses demands for new forms of trust and thereby for legitimacy (Turkle, 2012). Secondly,
there are increased risks of profiling citizen information and tracking personal information through
the increased use and storage of personal data and the evolving capacity of data aggregation by
new information technologies (Bannister, 2005; Ciborra & Navarra, 2005).
Information security of citizen data becomes an important aspect when e-government is carried
out on electronic platforms and e-services. The focus on security regarding e-government, has
mainly been addressed by theories and concepts emerging from an information system
perspective. A model addressing this aspects is distinguishing between actual information security
and factual information security (Oscarson, 2007). In order to form legitimate e-governmental
systems there has to be a balanced and high level of actual and perceived security. Actual
information security is a factual, objective state of the information security in a system and it
includes all aspects of security arrangements. Perceived information security is a subjective
interpretation made by a single individual in his/her context and is based on personal knowledge
and experience. There is always a difference between actual and perceived information security,
since people never can reach a complete knowledge about the degree of actual information
security at a specific point in time. The perceptions of information security can differ among
different subjects who act in the same organization, as these are influenced by the nature of their
work, the knowledge they possess, experience, own analysis and judgment (Gustafsson, 2013;
Oscarson, 2007). Furthermore, the perceived information security should be assessed in relation to
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the citizens’ perceptions of security at a more basic level, where security is valued and desired and
involves a coveted state of affairs (Gustafsson, 2013).
2.3.

Organization as a Core Aspect of Legitimacy

This is mainly based on a more political science perspective that do not primarily pay any
attention to the e- part of e-government. However, it is indeed important to extend the knowledge
on the use of and implications from IT-platforms into the analysis of legitimacy. Jaeger argues that
e-government from a democratic perspective can be analyzed using three approaches: liberal
individualist, communitarian, and deliberative” (Jaeger, 2005). All these indicate that the use of egovernment can be embedded into different approaches of democratic legitimacy. In this case the
use of ICT-platforms for education administration presents a case of e-government legitimacy
focusing on individual and organizational perspectives, where the deliberative aspect involves that
more information and transparence can lead to more informed participation in e-government. Thus
the organization of e-government can support legitimacy from different democratic perspectives
and here both the individual and deliberative approach has to be considered.
Technologies are commonly enacted in social and organizational contexts, giving rise to
complex interplays between the technical artifacts and their users, but also influencing
organizational structures, work methods and cultures (Fountain, 2001; Kling, 2000; Orlikowski,
2000). Employment of technologies result in certain organizational outcomes such as efficiency,
effectiveness, quality, transparency and legitimacy, while organizational forms include structural
characteristics such as centralization, formalization, and communication channels (Luna-Reyes &
Gil-Garcia, 2011). The enacted technology and the subsequent organizational results have also an
impact on the organizational forms and the institutional arrangements (Fountain, 2001). ICTs are
commonly embedded in the work processes and methods and are usually part of the
organizational infrastructure (Fountain, 2006).
In order to understand how technology design, implementation and use are influenced by the
organizational context and structures and vice versa, as well as capture the transformative nature
of the technology enactment process, the institutional approach provides analysis models such as
‘technology enactment framework’ that focuses on the interplay between technology, bureaucratic
structures and institutional arrangements (Fountain, 2001, 2006; Luna-Reyes & Gil-Garcia, 2011).
According to this model, technological artifacts become ‘enacted’ when shaped by organizational
forms and institutional arrangements which in their turn are affected by use, design and choice of
ICT.
The interplay between the ICT, the organizational structures and the institutional arrangements
is our main interest in terms of reaching legitimacy of public e-services through implementation and
use of ICT in schools. In our study the technological artifacts are the electronic platforms used in
education administration and the eID as secure login to them, the schools and the municipality
represent the organizational context and rules and regulations among which The School Act
(Government, 2009), but also the emerging identification rules and procedures connected to eservices present the institutional arrangements.
2.4.

Identification in Online Relations and Local Organization of e-ID

Identification can confirm citizenship and as such it is related to a complex web of relations.
Identities are transformed and given other meanings in a globalized information society (Castells,
1997, 2011). The development of electronic identification refers both to a technical solution and
social and organizational arrangements (Axelsson, Melin, & Lindgren, 2013a). It is a sociotechnical system, but as such it is limping. There is a mismatch of social and technical innovations
that can challenge legitimacy of e-government and electronic identification in particular and egovernment in general (Axelsson et al., 2013b; Söderström & Melin, 2012; Wihlborg, 2012).
In order to form legitimate e-governmental systems there has to be a balanced and high level of
actual and perceived security. Actual information security is a factual, objective state of the
information security in a system and it includes all aspects of security arrangements. Perceived
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information security is a subjective interpretation made by a single individual in his/her context and
is based on personal knowledge and experience. There is always a difference between actual and
perceived information security, since people never can reach a complete knowledge about the
degree of actual information security at a specific point in time. The perceptions of information
security can differ among different subjects who act in the same organization, as these are
influenced by the nature of their work, the knowledge they possess, experience, own analysis and
judgment (Oscarson, 2007)
The perceived security is highly related to the organizational setting that the ICT-system is
contextualized into. E-government is based on political institutions and thus legislation and policy
decisions are framing the IS-system (Hardy & Williams, 2011). In this case the national legislation
clearly defines the role of the schools in the municipality and their local action spaces. There is a
strict legislation on communication and transparency on pupils and their results.
2.5.

The Three-armed Anchor

Taking an abductive and interpretative approach (Alvesson & Kärreman, 2011), and using
theoretical concepts from institutional theories and information security systems theories presented
above, our analysis of legitimacy of public e-services in the education administration will thus focus
on three core perspectives, that represent our three-armed theoretical anchor: the information
security, the organization process and the potential development as perceived by the key user
groups. We mean that these perspectives are essential in understanding how legitimacy for egovernment is build.

3. e-ID as the Way into e-Services – The Case Study
This case study is based a Swedish municipality with 145 000 inhabitants. The municipality has
been a forerunner in applying a functional organization, with internal procurement also in the
educational sector. There are today a total of 84 schools, whereof 66 are primary schools (55
public and 11 free-schools) and 18 are secondary schools (5 public and 13 free-schools). In this
section we present the two ICT platforms – DEXTER and FRONTER – used in schools and
demanding eID, but the analysis will also include SKOLA 24, as it was the platform used in the free
school in our sample.
3.1.

Municipal Policies on e-ID and Education

The municipality has, in line with national and European policies, a local policy –“eVision”, with
the aim that ‘e-Service shall make it easier to live and work in the community’ (Linköping
Municipality, 2006). This policy, implemented during 2007-2010, focused on the three key areas: edemocracy, e-service and e-administration. The Digital Agenda adopted in 2012 made trust and
safety of digital systems more explicit. The ICT platforms in schools are a key area of
implementation, where the pupils’ ‘written assessments’ and ‘individual development plans’ (IUP,
legally demanded documentation) will be managed digitally and allow the parents to get access to
the IUP (LK, 2012). Information security was a fundamental precondition for this implementation
and was given specific focus in the Digital Agenda. A joint log in function for easier access in the
education area was to be developed, with a pilot on eID being conducted in spring 2012. The
piloted systems included: SKOLA 24 (access to records on pupils attendance), FRONTER (access
to digital IUP) and DEXTER (registration of supervision hours within childcare) (LK, 2012).
FRONTER and DEXTER are the most used systems and will be the focus here.
3.1.1. DEXTER
DEXTER is widely used in the municipality’s e-services towards citizens. Primary schools are
using the attendance function and the grading function offered by the platform. Through the
platform pupils and their parents can choose and apply for childcare, where the parents can follow
up their place in queue and report their income (to calculate fees). There are several alternative
ways to log in to the platform. Teachers are using their intranet password while parents can log in
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by a personal ID and password or their eID provided by banks (See Figure 1, where the blue boxes
are translation of Swedish text). The former alternative is encouraged, but a pilot is running
currently to investigate solutions for a wider use of the latter alternative.

Figure 1. DEXTER snapshot, log in view
Figure 1. shows different types of log-in opportunities for different user-groups. The main
impression of the first page into the system is the focus on the three core actor-groups: parents,
pupils and teachers. The parent-school relation is encouraged already here and the potential of the
e-service is clearly pointed out.
3.1.2. FRONTER
FRONTER is both a learning/teaching platform and an administrative tool for managing worktasks like pupil documentation (IUP, goals, portfolio and attendance records), teaching
administration and planning. The municipality started to implement it in 2007, and today most
schools are included, but some still lag behind of local organizational reasons. The teaching
functions are the mostly used and the communication between parents and schools is not yet fully
implemented. Teachers and pupils are seen as internal users and they log in to the platform using
a personal password. Teachers are using their intranet password and the pupils are using intranet
password or a single-use password (See Figure 2). Parents are logging in by the external
electronic identification system. Parents can- and have logged in by using the pupils log-in. But
they are supposed to use a personal eID to reach a higher level of security.
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Figure 2. FRONTER log in snapshot
In contrast to the DEXTER login-page the eID has a much more obvious role on the front page
of FRONTER. Login for parents are described as “For citizens” and requires an eID, provided by
the private banks or national post.
The Figures 3 and 4 illustrate the increasing activity in FRONTER, showing the amount of active
users and total log-ins to the platform per month. Municipal monitoring of the platform use shows
that there is an increasing number of users 6 865 and there is a steady increase in the frequency
of use of the tool, with 48 000 unique log in registered in the end of October 2012. The dips in both
figures are illustrating the use during summer vacations. This development is grounding for our
analysis focusing on security, organization and potential developments.

Figure 3. Total logins FRONTER 2001-2012 (Linköping Municipality)
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Figure 4. Total active users FRONTER 2001-2012 (Linköping Municipality)

4. e-ID in Practice: Perspectives of Key User Groups
In order to study how electronic platforms are implemented and how legitimacy was built through
their use in the education area, we identified and approached several key groups of users of the
education administration platforms in the municipality. These users were acting at two organization
levels: at the municipality level and at school level. The participants in the interviews and focus
groups were thus representing municipality bureaucrats, school principals, teachers, pupils and
parents. A selective presentation of results per key group follows below.
4.1.

Education Administration at Municipality Level

There are two important security aspects connected to the system’s factual security: operational
reliability and data security. According to the municipality IT-coordinators, FRONTER fulfills these
technical dimensions per today. The system administration for FRONTER meets their expectations
today. Compared with earlier systems, it is more stable. Data security is ensured by encrypted data
transfers and secured log in. Secure log in becomes a concern especially when external users, i.e.
parents, are invited to access and use the platform. Another security issue is raised by giving
teachers administrative rights to modify the content in the platform, which urges for wide security
set-ups, explain the IT-coordinators.
‘‘We are working right now with two factors authentication, but this has not been applied in
practice yet. We are discussing the issue of legal guardians as unique users, which poses a
range of challenges (for the security of the system)’ (I_10.22_LK, 2012).
Secure log in or eID is tested through pilots in the municipality and is considered as an
alternative to replace the currently used log in through user name and password. Although eID has
been used by different actors in Sweden during the last five years, the IT-coordinators consider it
still being unripe for using it widely in different services. The central questions that arise from the
experience of using eID in the municipality e-services is connected to the technical support and the
agency responsible for it. Because there different forms of eID that operate on the market (BankID,
Telia, SEB, Posten, Nordea etc), there are also different agents administering it, an issue that
complicates the picture for the end-user in case of failed or problematic log-in, when the user does
not know who to address with the problem, it was explained by the IT coordinators. By having a
chain of different agents involved in the process the support becomes difficult, costly and time
consuming, according to the experience gathered in the municipality.
‘Such a support is much more complicated than a usual customer support service, it’s not just
about forwarding the different issues. It is depending on different authorities. ’ (I_10.22_LK,
2012)
Information flow appears to have implications on secure log in that is connected to the work
methods that the municipality employs in handling different types of information. There are several
questions that result in connection with this: what type of information is transferred to which user
and in by which methods. Taking in to consideration that the municipality deals with large sets of
sensitive and less sensitive information about citizens and that it has different channels of receiving
and sending this information to the citizens, there is a need for secure methods of handling this
information. The interviewed administrative officials admit that although considerable work has
been done to develop work methods that ensure that personal data is handled safely, some of the
methods used today, for example telephone communication and even log in solution with id and
password, cannot be considered totally safe.
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‘Today it is easy to get hold of somebody’s personal security number or email password… You
can never be sure that the person calling is indeed the personal who he says he is’ (I_10.22_LK,
2012)
In these situations the responsibility lies on the public administration official to judge whether or
not to release the information and what type of information to release. One the other hand, they all
seem to be confident that an experienced professional making this judgment, can be as safe as
other technical alternatives provided by the e-services.
Another side of the same issue concerns the type of information to be released or accessed
through the e-service system. The municipality system administrators emphasize that it is still
indefinite what type of personal information is to be shown to the user when the latter accesses it
through the different e-services.
‘It is not currently totally clear what type of information shall we show. What do one wants them
(users) to access. For example in the secondary school the pupil becomes 18 years old and is
major. In choosing the different programmes there is no need for parents’ signature, it is the
pupil who makes the choice. Then the question arises can we show the parents the pupils
choices? It is this kind of questions that we work on now – what is a public record and what is
work record – but we don’t have the solution yet’ (I_11.12_LK, 2012).

4.2.

Teachers

Teachers had various experience of use of FRONTER or other platforms in teaching and
administration and the same could be observed about their attitudes and thoughts about ICT in
their work. It is obvious that the current implementation of the platform, the experiences of use and
consequently the discussions concern usability, functionality and integration in the school’s
organizational structure and work methods, rather than a major focus on the informational security
aspects of the platforms. It can clearly be observed that the use of the platform is very individual
from teacher to teacher, at this implementation stage, based on the teachers’ ICT competence,
interest in the platforms and teaching and administration methods he or she uses in their classes.
Existence or lack of a clear policy or a decision coming from ‘above’ (i.e. the school principal, the
municipality) concerning the use of the platform influenced teachers’ motivation and how they used
it. Existence or lack of teachers technology-impellers, interested in ICT and able to inspire the
colleagues seemed also to have an influence on the use and enactment of the platforms at
schools.
‘In our working group there is nobody who drives FRONTER. There is nobody especially good
on it. I thought to be myself that person and I am interested myself. But I do it mostly for my own
sake, because there is no decision from the leadership that it (ed. the platform) shall be used.
My role would be then to both promote the tool, learn how to use it and instruct others. That’s
too much job’ (FG_11.27_lBR, 2012).
Interestingly the influence of the technology-impellers in these schools was positive in some
schools and negative in others. Those of them who had a positive attitude towards the platform
and trusted it inspired and taught others to use it. Those of them who considered it obsolete and
inefficient and did not trust it influenced their colleagues to be critical to it as well.
Information security aspects in using the platform in teaching and administration were linked to
the usability of the platform. Teachers explained that if the platform was to be used frequently and
actively, the log in to it should not be complicated to such an extent that it makes it difficult to
perform their core activity of teaching. Security is also a matter of trust in IT systems, as it is
uncovered by our interviewees. Teachers’ trust in their own ability to deal with different IT-systems
and understand how to use them is connected to more frequent use of the platform and vice versa.
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Consequently, there can be observed a difference among the teachers in schools, but also among
parents, concerning use and trust in secure IT-systems.
‘If you work with one system and understand how it works, you can change to another system
and be able to work in it quite fast’, concluded a teacher (FG_12.04_lFK, 2012).
In another school the reactions differed:
‘that information disappears from FRONTER is a severe stress moment for the teachers,
especially under time press’ (I_11.06_rAT, 2012).
Consequently, it can be the case that this also may lead to teachers’ and parents’ insecurity and
unreliability for the tool.
4.3.

Pupils

The pupils regarded the platform as useful and secure, but a bit old-fashioned. They were
satisfied with those teachers who used the platform actively in some subjects and desired that
more teachers used it and filled it with content. According to them their use of the platform was
greatly dependent on the teachers’ use of the platform. At the moment of the interviews most of
them did experience that information stored and handled in the platform had a sensitive character.
According to them not even the pupil documentation (‘written assessment’ and ‘individual
development plan’) contained sensitive data, as most of these had information of general character
about the pupil (FG_11.27_eBR, 2012). However, they agreed that the more specific
documentation that is stored in the platform is, the harder the requirements for information security
should be. They also agreed that current login with id and passwords was not secure enough if
systematic and more specific pupil data should be stored on the platform.
Out of these observations, it can be concluded that it depends on the user, i.e. the teacher and
the pupil who create the information the extent to which an information becomes sensitive.
Furthermore, what is sensitive for one pupil or teacher may not be perceived as sensitive for the
other pupil or teacher. For example one student explained that:
‘…if somebody should come over my logbooks, then I should definitely be hated in my class. I
have recently changed classes and have written everything I think and believe about the subject
and the situation. I didn’t keep anything. It’s quite sensitive’(FG_12.04_eFK, 2012).
4.4.

Parents

The parents’ use of the platform differs in accordance to how long the school and the individual
teachers have come in using FRONTER. Their use ranges from once per week in connection to
the weekly letter and once or twice per school term in connection to access to the pupil’s IUP
before the individual meeting. The parents are positive in principle to using electronic platforms for
accessing their children’s school data. However, currently the schools still use paper
documentation in contact with the parents in order to reach complete coverage of the concerned.
Most of the interviewed parents consider the written assessments and the IUPs as sensitive data
that should be protected. A parent reflected for example:
‘One can ask oneself about everything that is stored in there – how damaging can it be? I
believe in the good human. I praise openness and consider dialog with the teacher as being
important. But the information that is stored there is not relevant other than for the involved
parent, teacher and pupil. If a pupil needs special support, than it would be sensitive for him or
her if the classmates knew about it.’ (I_03.09_f3FK, 2013)
Most interviewed parents trust in that there is a practice and regulation on what information the
teachers should store on the platform. Since most of the information already is registered in the
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municipality databases there would not be much difference with the use of the platforms
(I_26.08_fVD, 2013). In terms of trust in the platforms’ security one of the parents motivated:
‘Yes I do. Because it has existed for such a long time, I believe that they have developed the
system and minimized the risks for unauthorized login. And it is somebody else is behind the
program. Were it the school that owned the platform, then I would have been doubtful. The
school should do teaching, not security, their main activity is teaching. So, I think that FRONTER
has anyway developed in the direction to make it easier to login and ensure the security of
information stored there’ (I_03.09_f3FK, 2013).
Some parents have experienced difficulties with eID login to the platform, which made them give
up this alternative in favor of the simpler one, the id and the password. They have discovered that
it works to login in with the id and password and so far the content for these two login alternatives
has been the same. Other parents, on the other hand have had no problems using eID and
considered it as a natural higher security measure, but started questioning it when both login
alternatives were actively used. The parents as the teachers stressed the importance of the
platforms combining both security requirements for certain stored information and usability of the
platforms if these are to be used frequently.
4.5.

School Principals

The school principals proved to be concerned with the type of information to be stored on the
platform. While a considerable part of the school information (eg. grades) is public there is still a
part of information that is connected to the personal integrity of the pupil - usually containing
psychological, medical and pedagogical records on pupils’ behavior, abilities, choices and attitudes
towards studies.
‘The system should be much safer technically if we are to store this kind of information in it. As it
is today, the pupils have their own passwords, but this is not safe either, as it can land in
somebody else’s hands… In parallel the school is running a project that investigates the issue of
digitalization of all registered files and there is going to be a secrecy requirement on the system.
And then there should be a much higher security requirement on FRONTER as it is today.’
(I_11.06_rAT, 2012).
Another implication for the use of eID lies in the nature of work at school, where different types
of information are transmitted among teachers, among the teachers and pupils and among the
teachers and parents. The school information ranges from weekly newsletters that are typically
public in nature to work material concerning a pedagogical investigation of the pupil that is highly
sensitive and confidential. The point that the school principals, along with the teachers and the ITcoordinators raised concerning this was that it was still unclear about the technical set-up for
accessing such heterogeneous information through using eID. This issue can pose challenges in
terms of hindering daily use of the platform by the teachers, parents and pupils given that eID
keeps to be perceived as a difficult login by the users, as it seems to be the case from the
interviews. As one of the school principals explained:
‘It’s still an open question what one wants to achieve with eID. Maybe we’ll have to live with a
double system, where the sensitive information is stored in a secured system with secure log in
and that doesn’t need to be accessed so often, while the daily information lies more openly on
the website’, was the suggestion of one of the school principals (I_11.27_rBR, 2012).

5. Legitimacy Building in Process
We proceed in this section with further analysis of the interview data based on the three aspects:
information security, organization set up and potential development in our aim to study how local egovernment legitimacy is built through the use of the education platforms.
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Challenges of Information Security

Our case study indicates a diverse range of thoughts and experiences of security aspects
connected to secure log-in among the key actors. The informants highlight issues regarding both
actual and perceived security of the system and the organization of work methods. The most
common discussion is the management of personal and sensitive information.
Two important security aspects connected to the system’s factual security are operational
reliability and data security. FRONTER is considered as a stable platform, fulfilling these technical
dimensions, according to the IT-coordinators (I_10.22_LK, 2012). Secure log in for legal guardians,
on the other hand, is an actual and complex issue since these are unique users who have to
manage several related issues of identification and rights. External electronic identification, eID, is
a solution that the municipality plans to use so as to allow legal guardians’ access to the platform.
However, the primary problem is connected to client support in diverse problems connected to the
e-services. Since eID is administered by several agents (BankID, Telia, SEB, Posten, Nordea etc)
the municipal administrative officials can only help partially, if at all (FG_10.23_LK, 2012;
I_10.22_LK, 2012).
The municipality deals with large sets of sometimes personal and sensitive information
regarding citizens, raising the demand for secure channels of handling this information. The
demands for secure management of information are increasing in on-line systems, even if the
security level was lower before these systems were put into use, as one of the administrative
officials admitted. There is a much lower actual security when calling, but it appears to be
paradoxically interpreted as more secure among at least some end-users.
The system administrators also emphasized that it was still indefinite how different types of
personal information would be managed and exposed to the users. One of the principals also
questioned what type of information was stored and securely managed in FRONTER. His school
was running a project that was investigating the issue of digitalization of all registered files and was
going develop security requirements on the system. Another finding concerns the different value of
the information stored in the platform for the different users. Information, for ex. logbooks written
by the pupils, can be sensitive for the specific pupil or teacher who have logged a conflict during a
project, while be totally non-sensitive for the rest (FG_12.04_eFK, 2012). The different value of
information for the users has important implication for factual- and perceived security relation,
meaning that the sensitivity of data and the security needs can be relative and relational.
Perceived security builds importantly on trust. The key actors seem to be the teachers who do or
do not trust in their own IT-skills, the IT-systems themselves and the organization support. This
system strives to include everyone and the differences regarding competences and experiences of
competence was highlighted in the focus groups as the main constraint for common trust and
organization.
5.2.

Changing and Emerging Organizational Arrangements

The platforms are implemented to improve organizational efficiency and quality both regarding
pedagogics and administration. The schools are autonomous organizations, where the school
principals have a large degree of independence. Based on their professional competences the
teachers are entrusted to manage their daily work independently. In this context the platforms are
supposed to be implemented and used in flexible ways and the identification systems have to
support this. The municipality cannot force the teachers to actually use the systems:
“… they (ed. school principals) decide in the school, but it is the teachers who have the final
responsibility (ed. to actually use the system)” (I_10.22_LK, 2012).
The municipal IT-coordinators have noticed the importance of the school principals’ personal
engagement and interest in the systems for successful implementation and high interest in login toand using of the systems. The principals have to prioritize the implementation and allocate time
and money in the budget. But it is also about platform-administrators and skilled IT-teachers who
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understand its potential and who can show and inspire their colleagues’, as was explained by the
IT-coordinators (I_10.22_LK, 2012).
A teacher (in focus group 12-11-05) described the organizational set up around FRONTER as:
‘quite loose’. The users in some schools perceived no directives concerning how to use the
platform while in others it occurred naturally. The teachers who had used Sharepoint (a similar
platform) a lot changed to FRONTER much easier than other teachers, for example. It wasn’t
organized specifically, but it happened naturally due to skilled IT-interested teachers, as one of the
principals described:
“There was a teacher in each work group who had the competence and the will to test
FRONTER” (I_11.06_rAT, 2012).
Almost all informants pointed out that this relation was unclear and loose today. If a user
(teacher, pupil or parent) encountered problems with the platforms, the organization and support of
the login possibilities was unclear.
Consequently, the organizational setting is important for the implementation of secure login and
identification. Since the organizational setting in general was decentralized it was difficult to reach
coordinated and standardized use of the information platforms and identification to it.

5.3.

It is Good, but Can Be Better

Ideas of potential development of secure login to the platforms abounded in the interviews.
These differed among the informant groups and related clearly to their focus and interests. The
administrative officials had more of a system focus and parents and teachers had more ideas
relating to their own use of the system. In spite of this the ideas on potential development can be
categorized in two types, regarding organization and regarding trust.
A combination of a shortage of IT-competence and infrequent use had a negative influence for
the implementation and use of eID for ensuring secure IT-systems and e-services, which also
implied less usability and weaker impact on target achievement. One of the teachers considered
that
“There should be a critical mass, that a majority of the teachers are using it. Maybe it should be
85% of the teachers who are using it, in order for it to be meaningful” (I_11.06_rAT, 2012)
There is a long way to go in development and organization of public e-services and electronic
identification arrangements connected to them. Most of the ideas focused on the relationship and
coordination among the schools, the municipality and the technical developers. As shown by the
interviews, reliance and trust in the e-services depend on a range of factors and conditions, such
as development of support structures with clearly defined roles of the agency, users’ skills and
attitudes towards use of IT-systems in schools and competence development measures targeting
the different groups of users in and outside the schools.
In the context of transition from a verbal tradition to a written and digital documentation on
schoolwork and pupils performance, a considerable amount of sensitive data needs to be handled.
This urges for development of secure, flexible and at the same time simple and accessible ITsolutions, a point that is raised by teachers, school principals and municipality officials. ITcoordinators foresee that more specialized systems are under development for deeper information
to be shared on different levels by different actors, which raises the demand on security
(I_10.22_LK, 2012).
Trust in the IT-systems used by the municipality (and other authorities) seemed to be a core
element for acceptance and use of the different IT-solutions, according to our interview data. More
specifically, we can identify two dimensions of trust - trust in the security of the system itself and
trust in the subject’s own capacity to deal with the system. In both these respects there are
potentials for development.
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6. Concluding Remarks
From this single-case study we can draw some conclusions regarding development and use of
secure log in solutions in education. Firstly, we will point out the need for improved work on secure
systems and use of eID embedded into the practical policy areas. Electronic identification is
increasingly included as an essential part of all public administrative situations where identification
is needed. This results in new arrangements of trust and legitimate governance when public
administration provides welfare services by electronic means. This case study highlights two such
basic aspects that appear characteristic for these new forms of arrangements: the disparity of
actual and perceived security of the information systems and the importance of organizational
arrangements.
The main findings show that use of secure log in or eID is at its incipient stage in the education
area in the municipality. This is explained by the difference in factual- and perceived security
among the different user groups. Low frequency of use, technical problems of the systems, lack of
IT-competence and lack of trust in IT are several aspects that seem to influence the perceived
security of the system among the users. Identification is not the primary focus of public e-services
from a user perspective. However, when highlighted no respondent hesitated to its importance.
The general organizational arrangements and the decentralized management of schools muddle
the trust in eID and the specific platforms with the trust in the educational system in general. These
platforms had a standardized and coordinative function that did not fit into to the decentralized and
flexible organization of the schools and their work methods. Private software companies have
designed and provided all-inclusive platform solutions, especially in the case of FRONTER, but the
local implementation in schools was to different extent limited and opened for frustration. In
addition the Swedish national eID connection to these systems presents a challenge. Thus there
are laggards among potential users who might have problems accessing the external identification
rather than the platforms themselves. Perceptions of security of the systems take place in the
complex interplay of the providers of electronic identification and the services within the platforms.
There are several challenges of making these types of systems more secure and still keep them
simple for the user and flexible for management. There are obvious needs for further technical
development, improved competence and trust among users, and improved organizational set ups
for implementation of these systems. This work is essential for security and trust in public eservices and e-government in general.
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